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Abstract

As 5G technology continues to advance, it brings unprecedented opportunities for high-speed connectivity and data
transfer. However, the proliferation of 5G also opens new avenues for cyber threats, including Distributed Denial of
Service (DDoS) attacks. With the advent of 5G technology, the potential for faster and more efficient communication is
undeniable. However, this progress also brings about new challenges, particularly in the realm of security. One of the
major threats faced by 5G systems is Distributed Denial of Service (DDoS) attacks, which can cripple network
performance and compromise user experience. This paper explores the application of advanced intrusion detection
techniques for the detection and mitigation of DDoS attacks in 5G systems. The study investigates the unique
characteristics of 5G networks, such as increased bandwidth, low latency, and massive device connectivity, and proposes
innovative solutions to enhance DDoS detection capabilities. The research aims to contribute to the development of robust
security measures, ensuring the resilience of 5G networks against evolving cyber threats. DDoS attacks can overwhelm
network resources and disrupt services, making them a significant concern in 5G systems. This paper presents a
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comprehensive exploration of DDoS detection techniques within the context of 5G systems, with a specific focus on
leveraging Intrusion Detection Techniques (IDS). We delve into the unique challenges posed by 5G networks, such as
their increased complexity, massive data flows, and low-latency requirements, and how these challenges impact DDoS
detection. Our research examines various IDS methods, including signature-based, anomaly-based, and machine learning-
based approaches, to assess their suitability for 5G DDoS detection. Furthermore, we propose novel strategies and
enhancements tailored to 5G environments to improve the accuracy and efficiency of DDoS detection. These strategies
encompass real-time traffic analysis, behavior profiling, and adaptive response mechanisms. Through empirical
experiments and simulations, we evaluate the performance of these techniques in detecting and mitigating DDoS attacks
in 5G systems. We assess their effectiveness in terms of detection accuracy, false-positive rates, and resource utilization.
In conclusion, this research contributes valuable insights into the challenges and solutions related to DDoS detection in
5G systems using Intrusion Detection Techniques. By addressing these challenges, we aim to enhance the security and
resilience of 5G networks, ensuring their continued reliability in the face of evolving cyber threats.
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1. Introduction

The Internet of Things (1oT) is growing and influencing every aspect of our life, including education, home, vehicles, and
healthcare [1]. As the number of connected devices grows, various issues for 10T technologies emerge: heterogeneity,
scalability, quality of service, security requirements, and many more [2]. In the case of 10T, security is critical in order to
maintain consumer trust. Security requirements are perceived as constraints on functional requirements [3, 4]. Finding
and correcting a software problem after delivery costs 100 times higher than during requirements and design [5] [6].
Software development teams can address security risks early by implementing security principles throughout the software
development lifecycle [7]. One of the primary reasons for the success of the attacks is a lack of attention to the security
requirements [7] . Security requirements, cannot be neglected any longer [8]. The increasing amount of software security
threats, along with increased security awareness, implies that software security requirements are no longer an option, but
rather a requirement [9]. In traditional information systems, security implies unauthorised people cannot reveal, alter,
exploit, or harm personal, sensitive, and valuable data [10]. DDoS attacks have targeted industry-leading service
providers like Amazon Web Services. Krebs On Security, Cloudflare, Amazon Web Services, and other DDoS attack
victims provide security against such attacks [11]. During a Denial of Service (DoS) attack, the attacker attempts to
interrupt the target's services by consuming its resources with false requests. Distributed Denial of Service (DDoS) is a
DosS attack that is magnified. Multiple sources launch requests during a DDoS attack. As a result, it becomes difficult to
mitigate DDoS attacks [2].

A Distributed Denial of Service (DDoS) attack is a type of cyber-attack where multiple compromised devices are
used to flood a target system or website with an excessive amount of traffic, making it unavailable to its intended users.
The goal of a DDoS attack is to disrupt the normal functioning of a website or network, and the distributed nature of the
attack makes it difficult to defend against. DDoS attacks work by overwhelming a target system with an excessive amount
of traffic from multiple sources, resulting in the system being unable to handle the volume of incoming requests and
becoming unavailable to its intended users [12]. This is accomplished in several ways: Botnets: A botnet is a network of
compromised devices (bots) that can be controlled remotely to launch a coordinated attack. Amplification attacks: This
involves exploiting vulnerabilities in network protocols to amplify the size of the traffic being sent to the target system.
Flooding: This involves overwhelming the target system with a high volume of traffic from multiple sources, such as
sending large amounts of data or requests to the target system [13]. Application layer attacks: This type of attack targets
the application layer, for example by sending malformed requests to a web application that consumes large amounts of
server resources. The attacker will usually use a combination of these techniques to achieve maximum impact and make
the target system unavailable. In a DDoS attack, the attacker uses the combined traffic from multiple sources to
overwhelm the target system, making it unavailable to its intended users [14].

DDosS attack works by overwhelming the target system with a huge amount of traffic from multiple sources. The
attack is launched using a network of infected computers, also known as "bots", "zombies", or "botnets". The attacker
infects these devices with malware, giving them the ability to remotely control the devices and use them to launch the
attack. During the attack, the attacker commands the infected devices to send large amounts of traffic simultaneously to
the target system, causing it to become overwhelmed and unable to process legitimate requests. The results in the target
system is becoming unavailable or slower to its intended users. The use of multiple infected devices makes it difficult for
the target system to defend itself, as the attack is coming from multiple directions at once [15]. This makes DDoS attacks
a significant threat to organizations and websites, as they can cause widespread disruption and result in significant
financial losses. Intrusion Detection is a security technique used to detect unauthorized access, misuse, or malicious
behavior within a computer system or network. The goal of Intrusion Detection is to identify and alert administrators of
security threats in real-time, allowing them to respond and prevent further damage. Intrusion Detection can be achieved
through various techniques, including Signature-based detection: This technigque uses a database of known attack patterns
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or signatures to identify, and alert known threats. Anomaly-based detection: This technique identifies behavior that
deviates from normal patterns and raises an alert if it detects an abnormal event. Behavior-based detection: This technique
uses machine learning algorithms to model normal system behavior and raise an alert if it detects a deviation from that
behavior [16]. Intrusion Detection is an important aspect of a comprehensive security strategy, as it helps organizations
detect and respond to security incidents in a timely manner. However, it is not a replacement for other security measures
such as firewalls, encryption, and access controls, and should be used in conjunction with other security measures. The
paper is organized as Introduction, literature review, methodology and Result of findings.

2. Literature Review
The number of Internet of Things (IoT) devices is expanding, and a lack of security in these devices has turned loT
devices into a breeding ground for malicious actions [17].

A. Security

In the context of computers and software, security has come to mean a way of thinking about protecting the system's
critical assets, such as information, the operating system, networking, and programs. Defense, detection, and deterrence
are the three methods of security implementation [18]. Donning a black hat and thinking like a bad guy is the most
effective way to incorporate security into software development [19]. However, most software companies choose to use
existing security standards as a guideline to secure their system. To aid in information security management, various
security standards are used. COBIT, ISO 27001 and 27002, National Institute of Standards and Technology (NIST), and
common criteria are the most widely discussed security standards in published studies because they were created by well-
known organizations and drew the attention of more security practitioners than the others [18] [20].

The formula is: risk (MI) = (threat x vulnerability x probability of occurrence x impact)/controls in place.

Mx1: Y i=Y+E; (1)
Yi=Bo+ B1xX; (2) X
where: Y is dependent variable, X is independent/predictor variable, 0 is intercept, 1 is slope, MI is risk and E is the

possible threat.

Table 1 Comparison of existing security standards

The Standard Objective

common standards Guarantee of information technology security

1ISO 17799:2005 Procedure safety Physical, human-related, and digital privacy, as well as asset and compliance
1ISO 27001, 27k prerequisites for information security management

COBIT 2019 Enterprise information and technology regulation and competitiveness

B. Security Requirements (SR)

In the published studies, SR is a limitation on the system's functionalities that aim to satisfy one or more security
requirements [21], [22], [23]. As a constraint, SR will specify urgent remarks or constraints concerning significant
security risks to the functional requirements. A functional requirement can indicate that a user must enter their username
and password to log in to the system. SR then guarantees that the system validates this information before granting the
user access to the system [3].

Since the early days of software development, software security has been a neglected issue. However, this does
not indicate that the issues have never been mentioned; rather, it was misinterpreted, taken lightly, misread, and not
handled properly. Software security is an important element that must be addressed throughout the software development
life cycle [24]. In general, security is regarded as a non-functional requirement, and as such, security tests are typically
performed at the end of the Software Development Life Cycle (SDLC) [25], [26], [3]. This suggests that software security
requires attention even at the early stages of development [25], [27], [26].

As discussed by the concepts and uses of 5G as well as the security risks involved and have contrasted various
cellular technology generations. As 5G delivers Internet Protocol (IP)-based solutions, the authors claim that it will be
susceptible to spooling, eavesdropping, masquerade, and phishing assaults. The architecture, modulation methods,
multiple access strategies, Energy Efficiency approaches, and protocol stack of the technologies proposed to enable 5G.
They have also demonstrated a variety of efforts made in the direction of 5G development [28].

They have provided a summary of the security and privacy issues with 5G. The authors have examined the
numerous security issues in the cloud, Software Defined Networking (SDN), and Network Function Virtualization (NFM)
approaches with 5G. These concepts allow organizations and users to gain additional benefits through good network
management and efficient data services. DDoS is a major security concern in all three models, according to their research,
which is conclusive (cloud, SDN, NFV). They have put out ideas for enhancing security in 5G technology [29].

They developed a proactive isolation strategy to combat these assaults in 5G network equipment slices to mitigate
attacks like DDoS, which have a significant negative impact on the network. The scalability needs underpinning loT
systems which were not evaluated in this work, even though this isolation mechanism is acceptable for inter- and intra-
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slices. They introduced a new system model for automotive networks that addresses privacy and security concerns for
real-time video reporting to ensure network security in 5G vehicle networks. The suggested cryptographic security
paradigm seeks to minimize overheads while maintaining privacy for device-to-device connections [30].

However, rather than serving as a modelling tool for 10T systems in a 5G context, the model is focused on a
vehicular context. 10T devices will be able to converse and share data more quickly than ever with 5G networks.
However, this development is probably going to make the systems more susceptible to security risks, such as those posed
by malicious nodes. Researchers have presented novel 5G network-compatible solutions to several of the security
challenges. For instance, they suggested an effective access control system that addresses the issue of a single feature
bottleneck to prevent unwanted action within the network [31].

DDosS has been listed for SDN and the cloud. Our paper stands out from the crowd because it covers a variety of
topics related to DDoS in the 5G network, including legal issues, commercial solutions, anomaly-based detection, an
analysis of Intrusion Detection techniques, and an evaluation of statistical, machine learning, and hybrid approaches. A
review of SDN's DDoS prevention and mitigation methods which was covered by SDN architecture, several DDoS attack
types in SDN, and SDN security problems are detected. Based on the type of detection method and metric employed, it
offered DDoS detection techniques. They have not talked about the legal implications, business solutions, taxonomy of
DDosS attacks, or methods of detection [32].

By 2024, there will be 17 million DDoS attacks, with the typical DDoS attack size reaching 1 Gbps. Since it takes
a lot of resources to produce efficient attacks, there were not many huge points to point service (PPS) attacks in prior
years. The prevalence of 10T devices, the majority of which are unsecured, has led to an increase in high intensity attacks.
Multivector attacks using botnets notably Mirai, Brickerbot, Reaper, and so on are becoming more common. It is
challenging to detect and mitigate these threats since they change over time. Attackers are using more potent botnets
made up of embedded, 10T, and cloud servers that have been misused [33].

3. Methodology

The methodology used in Intrusion Detection mechanisms to detect DDoS attacks in this paper include:

Traffic Volume Analysis which is the method that detects a DDoS attack by monitoring the volume of incoming traffic
and raising an alert if it exceeds a certain threshold.

Data Pre-processing

‘ DDestack ‘— Data Filtration ‘

__ loTData
‘ DDoS Normal ‘- ‘ Data Normalization ‘
loT Data |
‘ Proposed Method ‘
| Performance Evaluation |
| Accuracy [ [ Precision i1 Recall |
| F1-Score |l FfPR || FNR || TNR

Fig. 1 Methodology Flow

4. Hypothesis

When applying DDoS detection using Intrusion Detection techniques in 5G systems, the hypothesis we focused on was
various aspects of improving the Energy Efficiency. Intrusion Detection techniques can effectively detect and mitigate
DDoS attacks in 5G systems, reducing the impact on network availability. The use of network slicing in 5G systems
enhances the accuracy of Intrusion Detection for DDoS attacks, allowing for more precise identification and mitigation.
I0T devices in 5G networks are susceptible to compromise and can be exploited in DDoS attacks, and Intrusion Detection
is crucial for protecting these devices and improving Energy Efficiency. Intrusion Detection techniques can provide real-
time DDoS detection in low latency 5G networks, ensuring minimal disruption to critical applications. Machine learning
algorithms can significantly improve the accuracy of Intrusion Detection for DDoS attacks in 5G systems, enabling faster
and more effective response. Intrusion Detection solutions designed for 5G networks can effectively scale to
accommodate the increasing volume of devices and traffic, maintaining detection accuracy. Intrusion Detection
techniques optimized for 5G systems can effectively detect DDoS attacks while minimizing resource consumption,
ensuring efficient network operation. Intrusion Detection systems that adapt to the dynamic nature of 5G networks can
consistently identify and mitigate evolving DDoS attack techniques. Incorporating Intrusion Detection techniques in 5G
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networks contributes to compliance with cybersecurity regulations and legal requirements related to DDoS protection. A
comparative study of different Intrusion Detection methods in 5G networks will reveal variations in their effectiveness,
leading to the identification of optimal techniques. We take note that our hypothesis is specific, measurable, and testable
through empirical research. We chose our hypothesis based on our research objectives, the available data, and the specific
aspects of DDoS detection in 5G systems that we aim to investigate i.e the network aspect.

Analyst workstation
Internet
Attack Q
Traffic Firewall logs

§=

Firewall

Sniffed
traffic Processed

data
IDS, data storage
m And analysis

Honeypot machine

Fig. 2 Intrusion Detection process

Also, Pattern Recognition is a method that uses algorithms to identify patterns in incoming traffic, such as many requests
coming from the same IP address and raises an alert if it detects a pattern associated with a DDoS attack.

Statistical Analysis uses statistical models to identify unusual behavior in incoming traffic, such as many requests
in a short period of time and raises an alert if it detects an abnormality.

Flow-based Analysis analyzes real-time network traffic analysis to locate and track the flow of data and detect
DDosS attacks by looking for unusual traffic patterns. It is important to note that no single method is foolproof, and a
combination of methods is often used to achieve the best results. Additionally, it is important to regularly update Intrusion
Detection systems to account for new and evolving DDoS attack techniques.

Traffic Volume Analysis is used in Intrusion Detection mechanisms to detect DDoS attacks. In this method, the
system monitors the volume of incoming traffic to a target system or network and raises an alert if it exceeds a certain
threshold. Here is how it works: The system sets a threshold value for incoming traffic based on normal levels of traffic.
The system monitors incoming traffic and tracks the volume of incoming requests. If the volume of incoming traffic
exceeds the threshold value, the system raises an alert and starts further analysis to determine if a DDoS attack is
underway. If the further analysis confirms a DDoS attack, the system can take defensive measures to mitigate the attack,
such as rate limiting incoming traffic or redirecting traffic to a separate server. Traffic Volume Analysis is a simple and
effective method for detecting DDoS attacks, as the attack can be easily detected by the sudden increase in incoming
traffic. However, it may not be efficient for identifying more advanced DDoS attacks that employ strategies like slow-rate
attacks or application-level attacks. In these cases, additional methods such as pattern recognition or statistical analysis
may be necessary.

HOW IDPS WORKS
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Fig. 3 How Intrusion Detection works
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5. Results

The result of traffic volume analysis applied to identify DDoS attacks in an Intrusion Detection system is the
identification and alerting of a potential DDoS attack. The following are the outcomes: Detect an increase in incoming
traffic: The system will detect an increase in incoming traffic beyond a predetermined threshold, which indicates a DDoS
attack. Raise an alert: A DDoS attack is detected, the system raises an alert, notifying the administrators of the attack.
Confirm the attack: The system performs further analysis to confirm the attack and determine the type of attack and its
severity. Take defensive measures: A DDoS attack is confirmed, the system takes defensive measures by limiting
incoming traffic, redirecting traffic to a separate server, or filtering out malicious traffic, to mitigate the attack.

By detecting a DDoS attack and taking defensive measures, the system prevents the attack from disrupting the
normal functioning of the targeted system and ensures its availability to its intended users. Traffic volume analysis is an
effective method for detecting DDoS attacks, but it should be used in conjunction with other methods, such as pattern
recognition and statistical analysis, for a comprehensive approach to Intrusion Detection as used in this paper.

Were, Total 4,ck -Probability of total attack.
p™R -Probability of false positive rate, p™~ Probability of false negative rate.

TOtaI attack— 1'(1'pFPR) (1'pFNR) (3)
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Fig. 4 percentage rate (FPR) of ID in different methods
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Fig. 5 percentage rate (FNR) of ID in different methods
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Fig. 6 Accuracy of ID technique in detecting DDoS attack.

To take advantage of their complementing strengths, several DDoS detection systems incorporate numerous Intrusion
Detection algorithms. By combining both signature-based and anomaly-based techniques, hybrid systems can improve
detection accuracy. These systems can lessen the drawbacks of individual approaches and offer a more effective defence
against DDoS attacks by combining the benefits of many detection techniques.

TNR (%)

90 120 150

Threshold Value

Fig. 7 Comparison of ID technique with other methods in DDoS attack

To detect DDoS assaults, traffic analysis tools keep an eye on network traffic at many layers, including the network,
transport, and application layers. This method involves looking at packet headers, payload information, or flow traits.
Traffic analysis tools can spot unusual traffic patterns, high traffic volumes, or anomalies in packet headers that might
point to a DDoS attack by examining traffic behaviour. This information aids in separating harmful from normal

communications.
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6. Discussion

Techniques for identifying and reducing DDoS assaults are extremely important. Network managers can efficiently
recognize and respond to DDoS attacks by combining anomaly detection, signature-based detection, traffic analysis,
behavior-based detection, or hybrid approaches. The effectiveness of DDoS detection systems is continuously being
improved by ongoing research and advancements in Intrusion Detection technologies, enabling more effective protection
for networks and online services. However, challenges like scalability, false positives, evolving attack techniques, and
resource requirements still exist. To process and analyze network traffic, Intrusion Detection systems may require
significant processing and storage capacity. This can be difficult, especially in contexts with limited resources or on fast
networks where real-time processing is crucial. Attackers constantly develop new attack vectors and evasion strategies,
which leads to a continuous evolution of DDoS attacks. To properly identify new attack patterns, Intrusion Detection
systems must be updated and adaptive. False positives from Intrusion Detection systems might mark innocent traffic as
harmful. False positives might cause unneeded alarm triggers and impair the usability of the system. Effective DDoS
detection systems must strike a compromise between minimizing false positives and accurate detection. DDoS assaults
have the potential to produce a significant amount of network traffic, which makes it difficult to process and analyze data
in real time. Scalable Intrusion Detection systems can manage high-speed networks and heavy traffic flows without
causing noticeable delays.

7. Conclusion

Security is a must have feature in today’s software. To avoid the security issue in the later stage of SDLC it must be
tackled in the requirement stage. It helps to identify the security risk and threats; still security requirements need to be
handled effectively in cyber systems to overcome the security risks in software development. DDoS (Distributed Denial
of Service) attacks are among the most frequent categories of cyberattacks that can be very detrimental to businesses,
organizations, and individuals. Intrusion Detection is a technique used to detect and prevent such attacks. Here are the
steps you can take to deal with DDoS using Intrusion Detection technique: Install an Intrusion Detection system (IDS):
An IDS is a piece of software that scans network traffic for anomalies of suspicious behavior. It can help identify DDoS
assaults with analysis of the Network function and pattern recognition that match those of DDoS attacks. Configure the
IDS: Configure the IDS to detect DDoS attacks. This can be done by defining the types of DDoS attacks that the IDS
should look for and setting thresholds for detecting abnormal traffic. Monitor network traffic: Monitor network traffic
continuously to detect any abnormal activity.

The IDs will analyze the traffic to identify any signs of a DDoS attack. Generate alerts: Set up the IDS to generate
alerts when it detects a DDoS attack. The alerts can be sent to network administrators or other security personnel, who
can take immediate action to mitigate the attack. Mitigate the attack: Once a DDoS attack is detected, take steps to handle
the attack. This can include preventing traffic from the source of the attack, filtering traffic based on certain
characteristics, or even shutting down the affected service. Review and update security policies: Finally, review and
update your security policies to ensure that your systems are protected against future DDoS attacks. This may include
implementing additional security measures, such as firewalls, load balancers, and content delivery networks. In summary,
to deal with DDoS attacks using Intrusion Detection techniques, you need to install an upto date 1Ds, configure it, monitor
network traffic, generate alerts, mitigate the attack, and review and update your security policies. ID was very low in
percentage rate of false positive rate while high in percentage rate of false negative rate because of the accuracy it
provides as seen in figure 5. As the number of nodes increases so does the accuracy increases, that is why it is more
accurate than other methods.

8. Contribution

DDoS (Distributed Denial of Service) detection using intrusion detection techniques in 5G systems is significant and can
have a profound impact in improving Energy Efficiency on the security and reliability of 5G networks. DDoS attacks are
a major threat to 5G networks due to their high bandwidth capabilities/speed. Implementing intrusion detection
techniques specifically tailored for 5G can provide a robust layer of security, helping to identify and mitigate DDoS
attacks in real-time systems. Intrusion detection techniques can provide rapid detection of DDoS attacks as they unfold.
This early detection is crucial in 5G networks, where low latency and real-time communication are essential for
applications like autonomous vehicles, pipelines and remote surgery. DDoS attacks can disrupt 5G services, causing
downtime and financial losses. By quickly identifying and mitigating attacks, intrusion detection can minimize service
interruptions, ensuring a more reliable network and improve Energy Efficiency. Intrusion detection can help 5G networks
dynamically allocate resources in response to DDoS attacks. This ensures that network resources are efficiently used,
even under attack conditions, which is vital for maintaining the quality of service. 5G networks support massive loT
deployments. Intrusion detection can safeguard IoT devices from being compromised and used as part of botnets in DDoS
attacks. Protecting the integrity of 10T devices is crucial for maintaining network security. DDoS attacks can be used as a
diversion tactic to breach network security and steal sensitive data. Intrusion detection helps in thwarting such attacks,
thus contributing to data privacy and integrity in 5G systems. 5G networks are highly dynamic, with network slicing and
edge computing. Intrusion detection can adapt to these dynamic environments, ensuring that security measures remain
effective as the network evolves. Compliance with cybersecurity regulations is essential for 5G networks. Intrusion
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detection can assist in meeting regulatory requirements and demonstrating a commitment to cybersecurity, which is
crucial for maintaining public trust. Intrusion detection can provide insights into the evolving tactics and techniques used
in DDoS attacks targeting 5G networks. This information can be valuable for security professionals and researchers,
helping to develop more effective countermeasures. As 5G evolves and paves the way for future generations of wireless
networks, the knowledge gained from DDoS detection research can contribute to the development of even more secure
and resilient network infrastructures. DDoS detection using intrusion detection techniques in 5G systems is crucial for
safeguarding the integrity, availability, and security of these advanced networks. It helps ensure that 5G can deliver on its
promises of low latency, high bandwidth, and connectivity for a wide range of applications while protecting against the
growing threat of DDoS attacks.
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